ActiveSync Troubleshooting Essentials
This a list of ActiveSync troubleshooting steps that agency support staff should follow prior to opening ticket with the CTS Service Desk.  
1. Is the device battery charged to 50% or greater, out of box devices may require a full change prior to activation.  If not, then…
Resolution:  Fully charge the device.

2. Can you successfully make a phone call?  If not, then…
Resolution:  Contact the carrier that the device was purchased from, the device is not activated on the carrier’s cellular network.

3. On the device using the browser, can you successfully reach www.google.com and www.yahoo.com ?  If not, then…
Resolution:  Contact the carrier that the device was purchased from, the device is not activated on the carrier’s data network.

4. Check to make sure the device is on the ActiveSync Approved Device List, go to http://watech.wa.gov/sites/default/files/servicecatalog/ActiveSync_Device_List.doc and in the Quick Links section you find link to the current list.  If not, then…
Resolution:  Follow the ActiveSync Distributed Agency Device Testing Process which can be found under the ActiveSync Helpful Links section on this page http://watech.wa.gov/solutions/it-services/activesync-mobile-messaging
5. Is the user’s mailbox ActiveSync enabled? If not, then…
Resolution: Set-CASMailbox <full email address> -ActiveSyncEnabled $true

6. Has the user’s mailbox been assigned the appropriate ActiveSync policy?

Action:  Check the ActiveSync Approved Device List and find the device model & the appropriate policy associated with that device model.  Here is example of how to set the policy:

Resolution:  Set-CASMailbox <full email address>-ActiveSyncMailboxPolicy Policy1

7. Does the user’s mailbox have any devices associated with the user’s mailbox?

Action:  Run the following PowerShell command:  Get-ActiveSyncDeviceStatistics -mailbox <full email address> | fl

Resolution:  If the user’s mailbox show any devices already associated with it, go in to the user’s OWA>Options>Show all options>Phone and delete all devices not in use.

8. Activate the device.  If it is an Apple iPhone or iPad, then there is a step-by-step guide on the following web site for device activations http://watech.wa.gov/solutions/it-services/activesync-mobile-messaging
9. User receives quarantine message.
Actions:  Run the following 2 PowerShell commands, the Get-Casmailbox will show if the device and the mailbox have established a partnership – attribute:  HasActiveSyncDevicePartnership:True  If False, then continue to troubleshoot.
· Get-CASMailbox <full email address>  | fl *actives*
 [Shows device partnership & other ‘ActiveSync’ attributes]
· Get-ActiveSyncDeviceStatistics -mailbox <full email address> | fl

Will show if the ActiveSync policy status:

DeviceAccessState             

: Allowed

DeviceAccessStateReason   

: DeviceRule

DeviceAccessControlRule     

: iPhone (DeviceType) – varies on device type

DevicePolicyApplied             

: Policy1

DevicePolicyApplicationStatus 
: AppliedInFull

10. If the attribute DevicePolicyApplicationStatus is anything other than ‘AppliedInFull’, then the device is either in the wrong ActiveSync policy, it is an unapproved device, or the device has 3rd party software installed that is interfering with ActiveSync activation.

Resolution:  Check the ActiveSync Approved Device List to make sure the device is an approved device and that the correct ActiveSync policy has been applied to that device, and uninstall any 3rd party software that maybe interfering with ActiveSync activation.  If both these are correct, then you will need to check Active Directory permissions for this user, open Active Directory Users and Computers, find that user go to the Security tab, select Advanced:
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The ‘Allow inheritable permissions…’ check box must be checked, if not please check it go through the activations process again.  If that still fails, please open a ticket with the CTS Service Desk Servicedesk@cts.wa.gov 753-2454.  

NOTE:  If the user is member of a Windows protected group e.g. domain admins, then an ActiveSync partnership cannot be established between the device and the user’s mailbox.
Opening an ActiveSync ticket with CTS:  If agency support staff needs to open a ticket with CTS, please provide the following information to the CTS Service Desk along with basic contact information:

1. Name of impacted user.

2. Device model of ActiveSync device per the ActiveSync Approved Device List.

3. Name of the ActiveSync policy assigned to the user’s mailbox.

4. Has the device ever been successfully activated on ActiveSync?    Yes/No

5. Results from these 2 PowerShell commands on the impacted user’s mailbox/device:

a. Get-Casmailbox <full email address> | fl

b. Get-ActiveSyncDeviceStatistics -mailbox <full email address> | fl
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